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Blockchain Technology [Blockchains] will be the biggest disruptor, not only causing every single back office for every single corporation to be re-thought but also leading to the emergence of new business models and new companies. Smart contracts, in particular, will turn into an invention on par with the invention of written laws and with the emergence of corporations.
This monograph sets out to examine blockchains and other forms of distributed ledger technology (DLT) from a legal and governance perspective. 2 A blockchain is, essentially, a database that is replicated across a network of computers updated through a consensus algorithm. Whereas innovations in database design may once have appeared bland and uninspiring, they no longer are in an age in which the economy and close to all aspects of life have become datafied. Blockchains promise to constitute a profound paradigm shift regarding data collection, sharing and processing and to trigger related revisions of socio-economic and political arrangements. Much hype currently surrounds the potential of DLT, as it is hailed as a solution to 'virtually every human problem in existence'.
3 Distributed ledgers are widely considered to be 'radically disruptive' 4 and 'to fundamentally shift the way in which 1 Wilson, 'Interview With Emin Gun Sirer, Professor And Cryptocurrency Researcher At Cornell, And His Thoughts On Smart Contracts' (CryptoMeNow, 18 March 2018) <http:// insider.cryptomenow.com/interview-with-emin-gun-sirer-professor-and-cryptocurrencyresearcher-at-cornell-and-his-thoughts-on-smart-contracts/> accessed 28 March 2018. 2 From a technical perspective, 'blockchains' cannot necessarily be assimilated with other forms of DLT that do not group data in blocks. For the sake of simplicity, I use this terminology interchangeably and also occasionally rely on 'distributed ledgers' as a synonym. chains might fall into the latter category. There can be no certainty regarding the technology's eventual impact, however. Right now blockchains are inefficient by design and need to be upgraded to be functional at scale. The technology suffers from technical limitations that must be resolved to match expectations. The starting point of my analysis, and of any policy-maker compelled to engage with the blockchain phenomenon, must therefore be that this is an area in full development and that the outcome of current innovation processes cannot be predicted. In a climate of fast-paced development and extreme opinions, objective and timeless analysis proves challenging. Referring to the first blockchain, Bitcoin, Andreas Antonopolous notes the following: 'I wrote a book that answers the question Blockchains create great opportunities and serious problems. In order to grapple with related challenges we must look beyond the narratives of innovation and technology to come to terms with their significance. Even if the promises currently associated with a distributed ledger do not deliver, current innovation efforts will still result in innovation, even if not in the form currently projected. Even if blockchains do not materialize in the form currently predicted, many of the pain points that manifest in this context are of a general significance in an age of profound technological transmutation. The key themes examined in this book relate to legal automation, the regulatory potential of technology, the difficulties in regulating decentralized global networks, principles of data law 13 and technology governance (that is to say, the rules and principles surrounding software maintenance). These themes will dominate regulatory debates in the years to come, and this also outside of the blockchain context. Extraordinary amounts of capital and talent are flowing into distributed ledger development, triggering technical sophistication, new business ideas and socio-political momentum.
Innovation processes are open-ended by nature, and, although precise outcomes cannot be predicted, it appears undeniable that current efforts will cause lasting change. Indeed, whereas the technology itself suffers from severe shortcomings, it inspires people to think of a decentralized future. This vision may be the core value proposition of the technology at this moment in time.
In light of the above it is maybe not surprising that the term 'blockchain' has come to simply be used as a synonym for 'technology' or 'innovation'. This pinpoints a collective perception that we're currently at a crossroads of how technological innovation affects human civilization. For lack of understanding of the precise components and consequences of this evolution, 'blockchain' has evolved to become a code word for these broader evolutions, which are not limited to DLT but, equally, pertain to developments in artificial intelligence (AI) (especially machine and deep learning), smart robotics, new forms of computing, automation and machine-to-machine communications, to name just a few. It is worth noting that it is in combination with these dynamics that blockchains' most appreciable potential lies.
The wide interest in blockchains testifies to the need for new mental models as we transition from knowledge to information societies, in which data becomes the source of everything. Blockchains open up a new way of thinking about technology and its impact on our lives. Through the power of collective imagination, the technology serves to dream up a new world, especially in light of current problems associated with the tech industry.
14 In one way or another, the 'blockchain' is thus here to stay. The objective of my analysis consists in offering an account of related regulatory and governance challenges and laying the groundwork for future research. The focus on regulation and governance to examine emerging technologies is warranted for a number of reasons. First, distributed ledgers, like any technology, are in and of themselves neutral but will not be used neutrally. Blockchains are capable of serving benevolent or malicious ends. Just as any other technology, they are a 'technical artefact with a particular architecture, which inevitably has both social and political motivations, as it facilitates certain actions and behaviours more than others'.
15 Blockchains can be used for good, such as in bringing banking services to the unbanked or in adding transparency to areas where it is currently sparse. Blockchains can also be used maliciously, however, and pose a threat to public order. They have already been used to facilitate tax evasion 16 and other crimes 17 and could in the future be relied on to, for example, operate automated unstoppable drone armies or assassination markets.
18 Regulation is thus one important factor that determines how a technology unfolds. My second focus lies on questions of governance. In the blockchain context, governance is understood as the process of maintaining a technical protocol. This highlights that distributed ledgers are governed by the interplay of endogenous and exogenous regulation. I aim to distil both influences and delineate their mutual influence. My focus rests predominantly on public and permissionless projects, though not exclusively, as I engage with their private and permissioned counterparts where opportune.
i. structure of the book
This is the first book that examines blockchains from the perspective of European Union law. Therefore, it seeks to provide much of the groundwork needed for future 18 Whether the State needs to directly intervene to prevent this or whether these objectives can be achieved through self-regulation is a question we turn to in the final two chapters. 19 I combine insights from EU law with regulatory theory and the 'law and innovation' and 'law and technology' schools of thought to provide impetus as to how we ought to approach an emergent and potentially disruptive technology. This tale unfolds in eight parts. Chapter 1 introduces blockchain technology. It provides an overview of its central technical components and offers a functional perspective in highlighting its main characteristics and related implications. I will illustrate that, in its current configuration, the technology is limited and probably cannot be deployed at scale. I will also highlight the rapid technical developments that occur in this area and potential future consequences. The chapter further outlines the various layers of a blockchain ecosystem and speculates about what the predominant future use cases and implications of the technology might be.
Chapters 2 and 3 examine the technology from a regulatory perspective in focusing on the two general and overarching themes of how a complex global technology can be regulated and, conversely, how such a technology regulates those who engage with it. Chapter 2 addresses claims that, due to their decentralized and transnational peer-to-peer structure and the use of encryption, blockchains cannot be regulated. I draw parallels to early debates of Internet regulation and rebut that narrative, highlighting various centralized regulatory access points to the decentralized network that enable regulatory intervention. Chapter 3 evaluates the potential of distributed ledgers to serve as regulatory agents. In highlighting that blockchains are an aspect of the increasing automation of law, I introduce associated promises and drawbacks. This analysis further stresses that DLT forms a potent behaviourconstraining tool in the hands of those who operate it.
After this general examination of distributed ledgers and their regulatory implications, I turn to examine the data they store from the perspective of two specific areas of EU law. Chapter 4 examines the data stored on blockchains from the perspective of the European Union's General Data Protection Regulation (GDPR) whereas Chapter 5 explores the technology in relation to the provisions of supranational law governing non-personal data and current debates concerning the need for legal reform in this domain. Taking data law as my looking glass, I highlight, on the one hand, that DLT can stand in considerable tension with established legal frameworks and their underlying technical and economic assumptions (in the case of personal data). On the other hand, however, distributed ledgers could provide a technical solution in areas where law is currently falling short of achieving desired normative objectives (in this case, promoting the sharing of non-personal data between undertakings).
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www.cambridge.org © in this web service Cambridge University Press From that conclusion I will move on to explore the wider policy implications of blockchain technology. In Chapter 6 I ponder the complex interaction between law, technology and innovation to formulate concrete recommendations for policymakers faced with emerging technologies. I advance a concept of polycentric coregulation, which constitutes an attempt to reconcile the established benefits of public regulation with the newer challenges and opportunities of the participatory and regulatory potential of technology. Chapter 7 is dedicated to the specific governance challenges presented by blockchain technology. I survey ongoing debates echoing the uncertainties as to how these technological artefacts, designed to replace trust in human beings, should be governed amidst realizations that technology doesn't eliminate the need for human consensus. The legal implications of governance decisions are also debated. My analysis closes by offering a conclusion that highlights the book's main arguments and suggests themes for further research. Considering the fast pace of development in this area, it is worth noting that this book takes into consideration developments up until the early spring of 2018.
ii. blockchains and other forms of distributed ledger technology
This chapter is designed to set the scene for subsequent analysis in providing an introduction to the technology and its potential impact. My approach consists in trying to make technological concepts accessible while maintaining the necessary details and terminology needed to meaningfully engage in this space. Overall, I try to set out the technology from a functional perspective; focusing on what it does and where its most pivotal impacts might lie.
A. Definition
In essence, a blockchain is a shared and synchronized digital database that is maintained by an algorithm and stored on multiple nodes (the computers that store a local version of the distributed ledger). Blockchains can be imagined as a peer-topeer network, with the nodes serving as the different peers. 20 Some chains operate a distinction between 'full' and 'lightweight' nodes, whereby only full nodes store an integral copy of the ledger from the genesis block (the first block) whereas lightweight nodes store only those parts of the ledger of relevance to them. As its etymology reveals, a blockchain is a chain of blocks. 21 A block groups together multiple transactions and is then added to the existing chain of blocks.
20 A 'peer' of course doesn't have to be a private individual but can also be a corporatione or, in the future, a machine. 21 It is worth noting that as the technology evolves this structure might eventually cede way to other forms of data-storage. Data is grouped into blocks that, upon reaching a certain size, are chained to the existing ledger through a hashing process. A hash is, essentially, a unique fingerprint that represents information as a string of characters and numbers.
22 The ledger's blocks have different key components, including the hash of all transactions contained in the block (its 'fingerprint'), a time stamp and a hash of the previous block (which creates the sequential chain of blocks). 23 Because blocks are continuously added but never removed a blockchain can be qualified as an append-only data structure. Cryptographic hash-chaining makes the log tamper-evident, which increases transparency and accountability. 24 Indeed, because of the hash linking one block to another, changes in one block change the hash of that block, as well as of all subsequent blocks. Blockchain networks achieve resilience through replication. The ledger's data is resilient as it is simultaneously stored on many nodes, so that, even if one or several nodes fail, the data goes unaffected. In light of such replication, there is no central point of failure or attack at the hardware level.
25 Through its design, a distributed ledger moreover reduces verification costs (the verification of a transaction's attributes) and networking costs (the ability to bootstrap and operate a marketplace without the need for an intermediary).
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The replicated data stored in blocks is synchronized through a consensus protocol, which enables the distributed network to agree on the current state of the ledger in the absence of a centralized point of control. The consensus protocol governs how new blocks are added to the chain. Through this process, data is chronologically ordered in a manner that makes it difficult to alter data without altering subsequent blocks. Consensus refers to the mechanisms that coordinate data held by the various nodes, providing assurance to network participants that their versions of the ledger are consistent and accurate.
Blockchains are both a new technology for data storage and a novel variant of programmable platform that enables new applications such as smart contracts.
27 It is crucial to note that a blockchain ecosystem is multi-layered. First, blockchains themselves rely on the Internet and Transmission Control Protocol/Internet Protocol (TCP/IP) to operate, and can in this respect be seen as 'new application protocols that sit on top of the transport layer'. 
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Distributed ledgers provide a replicated database that is updated in a decentralized manner. While this database can be used independently, such as to record transactions in cryptoassets or register information, it can also serve as the ground level on which further edifices are constructed, which in the blockchain case are usually labelled 'decentralized applications' because they reflect the decentralized structure of the underlying network.
29 These applications can take a wide variety of forms and serve a wide variety of use cases. 30 While some applications sit directly on top of a blockchain, others use an intermediary layer in the form of a decentralized application framework that implements their own protocols for the creation and maintenance of decentralized applications. 31 A blockchain ecosystem accordingly has different vertical layers. In addition, it can have different components from a horizontal perspective, as blockchains can be interoperable, or when a single DLT relies on child chains or side chains that can serve different purposes.
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Blockchain ecosystems are still under construction, and, as these networks become more refined, it will be more straightforward and common to distinguish between their diverse aspects, such as the protocol and second-layer applications, but also different forms of storage and computing.
33 I now turn to consider the broader context from which blockchains in their current form emerged and take a deeper look at their technical details. Thereafter, I offer an overview of the technology's broader applications and implications.
B. History and Evolution
The first blockchain was created to provide the technical infrastructure of Bitcoin in 2009. At the time the technology itself was considered to be but a by-product of the cryptocurrency, and the term 'blockchain' doesn'te v e nfigure in Satoshi Nakamoto'sf a m o u sW h i t eP a p e r . 
C. Blockchains as an Accounting System
Blockchain infrastructure is basically a common asset registry, an innovation in database design that either directly stores data or links to data. These shared accounting systems can be used by different entities to standardize and link data and 'enable credible accounting of digital events'. 46 Through their structure, they present the potential to coordinate information between many stakeholders. With these characteristics, blockchains help track and store evidence about transactions and participants. While these distributed and verifiable records only ever store data, this data can be taken to represent anything we believe and agree it represents. Bitcoin is, essentially, data that is valuable because people have come to believe it is. Similarly, over time other forms of digital assets have emerged that are still nothing but raw data taken to represent a good, service or entitlement. Blockchain-based assets can purely have on-chain value (as in Bitcoin) or be the avatar of a real-world asset, whether a good (such as a token representing a bike), a service (such as a voucher for a haircut) or an entitlement (such as a legal right).
Often labelled as the Internet of Value, distributed ledgers thus promise to disrupt the online circulation of value. 47 Whereas the Internet provides a protocol for the exchange of information, blockchains provide a protocol for the exchange of value. Indeed, right now economic assets are but a different kind of information expressed in bits and bytes on the Internet. Blockchains empower value transfers without the need for a traditional intermediary. Distributed ledgers allow for value to be administered in a decentralized fashion, providing a transparent and secure record of transactions. For example, the Bitcoin blockchain provides a 'public append-only and tamper-proof log of all transactions ever issued'. 48 Given that data stored on a DLT can be personal or non-personal data from the perspective of EU law, I will examine its status under the relevant legal regimes in Chapters 4 and 5.
In providing a distributed and verifiable record of data, blockchains may come to transform record-keeping systems. While this may sound underwhelming, it can have far-reaching implications as the importance of accounting in socio-economic settings must not be ignored. To illustrate, Max Weber considered that the invention of double-entry bookkeeping founded capitalism. 49 Blockchains are an innovative system for determining 'who did what when' that can be deployed to enable
